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Abstract

Silent Data Corruption (SDC) poses a reliability threat in
modern datacenters. These insidious errors evade detections
and propagate incorrect results throughout the system. Com-
panies including Google, Meta, and Alibaba have reported
SDC incidents affecting their production. In this paper, we
present the first comprehensive instruction- and application-
level analysis of vector instruction SDCs in hyper-scale dat-
acenters using a two-stage approach. We perform over 78
trillion test rounds in more than 14 billion CPU seconds.
Our observations reveal undocumented SDC patterns that
provide insights into possible underlying causes and inspire
new mitigation strategies. Based on these findings, we pro-
pose a low-overhead SDC detection mechanism leveraging
in-application algorithm-based fault tolerance. Our method
achieves 88% to 100% SDC machine detection rate with a
time overhead of only 1.35% even for modestly sized inputs.

CCS Concepts: - Computer systems organization — Re-
liability; « Hardware — Testing with distributed and
parallel systems.
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1 Introduction

Modern silicon has achieved remarkable performance im-
provements through increased clock frequencies and higher
core counts, enabled by advances in semiconductor manufac-
turing technology. However, the growing design complexity
and increasing transistor densities have made these proces-
sors increasingly susceptible to hardware faults [10, 28, 33].
These hardware faults arise from multiple sources, includ-
ing design flaws, manufacturing defects, unstable operating
conditions, age-related degradation [12, 24] and cosmic ra-
diation [52]. Based on their symptoms, the hardware faults
can be categorized into: (1) fail-noisy faults, which trigger
immediate hardware exceptions or software errors, and (2)
fail-silent faults, which evade detection mechanisms and
propagate incorrect results through the system [12, 24, 47].
The latter category, known as Silent Data Corruption (SDC),
poses a particularly severe threat to system reliability.

SDC is notoriously difficult to identify and diagnose [4, 11,
27, 38]. The probability of an SDC occurring on a single ma-
chine is very low. However, at datacenter scale the aggregate
fault rate cannot be ignored [12, 24, 47].

Existing research extensively studied possible causes of
SDC through injection of synthetic faults in simulation, for
both CPUs [8, 16, 38] and accelerators [21-23]. Some works
have also studied SDC in datacenters with a focus on case
studies [12, 24] or general software impacts [47]. Despite
those efforts, SDC remains a persistent and challenging
problem in modern datacenters, with hyperscalers including
Google [24], Meta [12] and Alibaba [47] reporting SDC inci-
dents affecting their production workloads. The severity of
this threat has prompted industry leaders to establish SDC
research initiatives through the Open Compute Project [35].

In this paper, we present the first comprehensive eval-
uation of vector instruction SDCs in hyper-scale datacen-
ters, at both instruction- and application-levels. We also pro-
pose a low-overhead SDC detection mechanism using in-
application algorithm-based fault tolerance.

Why vector instructions? Our study focuses on SDC in vec-
tor instructions due to their fundamental importance across
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numerous applications, their high SDC rate, and the notice-
able gap in existing research on this topic. Vector instruc-
tions are widely used in compression [18, 30, 31], cryptog-
raphy [14, 17], media processing [40, 43], scientific comput-
ing [2, 42, 51], numerical libraries [3, 20], and CPU backend
of deep learning frameworks [1, 6, 15, 39]. They account for
~80% of compute instructions for Al workloads, and ~50%
of the residency in hyper-scale workloads across ads, rec-
ommendation, database, cache and storage. Prior work [8]
shows that vector instructions cause several orders of magni-
tude more SDCs compared to other instruction types through
their micro-architecture-level modeling. However, previous
works [16, 24, 47] only report existence of SDC in vector
instructions, without systematic analysis of its patterns and
implications — a gap we want to fill in this paper.

Our study methodology (Sec. 2). We present the first com-
prehensive evaluation of vector instruction SDCs in hyper-
scale datacenters using a two-stage approach through our
SEVI! framework. In SEVI, we first deploy automated fleet-
scale SDC tests in the infrastructure to identify potential SDC
machines (“SDC Suspects”) during routine datacenter opera-
tions. We monitored the production fleet housing millions
of machines for multiple years. During this period, we iden-
tified over 2,500 SDC Suspects. Then, we run long-duration
instruction and application level testing on these machines
to systematically analyze SDC patterns and their impacts.

Instruction-level SDC analysis (Sec. 3). We perform over
78 trillion test rounds in over 14 billion CPU seconds us-
ing the SEVI framework. Our observations reveal new SDC
patterns that provide insights into possible SDC causes and
inspire new mitigation strategies. They also validate previous
findings on real-world SDC software impacts [4, 38, 47, 48].
Compared to prior work [47], we significantly expand both
the scale of machines extensively tested (2500s vs. 27) and
the test volume (78 trillion vs. tens of millions). We list a few
key findings below, others can be found in Sec. 3: (1) SDCs
in Fused Multiply-Add (FMA) instructions are most preva-
lent, accounting for over 92% of observed SDCs; (2) Some
SDCs occur with very low frequencies (<107°), requiring
long test time to detect; (3) Contrary to prior research, SDC
in floating-point operations can affect any output bit, causing
high accuracy loss; (4) Memory access instructions have two
SDC fault modes: incorrect offset reads (76%) and corrupted
reads (24%); (5) Vector instruction SDCs show spatial locality,
only affecting a single physical core per processor, implying
that selective core disabling can be effective. Also, 98.5% of
vector SDCs only affect a single vector lane.

Application-level impact (Sec. 4). To further understand
the impacts of vector instruction SDCs on applications, we
study the SDC patterns in matrix multiplication (matmul).
This choice is motivated by two key factors. First, matmul is

ISEVI stands for Silent Error in Vector Instructions.
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Figure 1. Fleet testing mechanism.

widely used in many data center applications, including data-
base [41, 44], machine learning [1, 6, 15, 39], scientific com-
puting [45, 46], and signal processing [54]. Understanding
the SDC patterns in matmul and developing low-overhead
detection mechanisms would have significant implications
across a wide spectrum of applications. Secondly, matmul’s
heavy reliance on FMA instructions makes it particularly
susceptible to SDCs. This vulnerability makes matmul an
ideal candidate for investigating SDC susceptibility in real-
world applications and developing robust detection methods
that complement existing SDC detection mechanisms.

Low-overhead SDC detection (Sec. 5). Current SDC detec-

tion frameworks mostly rely on specialized SDC test cases.

To detect SDCs with very low frequency, such an approach

requires long test times. From workload perspective, the

time spent running these tests represents pure overheads. To
maintain test coverage while reducing this time overhead for
highly prevalent” vector (especially FMA) instruction SDCs,
we propose to transform certain production workloads into
SDC detection canaries via in-application algorithm-based
fault tolerance. This technique provides error detection capa-
bility using low-overhead parity computation. We implement
our detection mechanism in matmul, allowing any applica-
tion using matmul to detect SDCs. This approach enables
detection to occur concurrently with normal operation. It
complements existing fleet tests by allowing them to focus
on other less prevalent SDCs. Our method effectively detects

88% to 100% SDC machines during our real machine evalua-

tion, with a time overhead of only 1.35% even for modestly

sized matrices, such as 1024x1024 matrices.
Our contributions in this paper include:

o The first comprehensive evaluation of SDC in vector in-
structions in hyper-scale datacenters, which significantly
expands both the scale of machines extensively tested
(2500s vs. 27) and the volume of test rounds executed (78
trillion vs. tens of millions) compared to prior work.

o Identification of new instruction- and application-level
SDC patterns that provide insights into possible SDC causes
and inspire new mitigation strategies.

2Throughout the paper, we use the term “prevalent” to refer to the number

of machines affected by a specific SDC type, not how frequently the SDC
manifests during execution.
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e Showing the efficacy of using an ABFT-based approach
that runs detection alongside normal workloads for low-
overhead vector SDC detection.

e An instruction-level SDC test framework (SEVI) that can
also be used to study SDC in other instruction sets.

Our open-source implementation is available at https://github.

com/Thesys-lab/SEVI-ASPLOS26.

2 Study Methodology
2.1 Study Method Overview

We conduct this study in Meta’s global hyper-scale data-
centers comprising multiple millions of machines. These
machines are equipped with common datacenter CPUs from
leading semiconductor manufacturers, spanning seven re-
cent architecture generations. They run 16 workload fam-
ilies including Al (training and inference), shared services,
security, storage, database, caches, and gaming applications.
Meta’s infrastructure is one of the largest deployments of
contemporary server architectures in production.

To study the vector instruction SDC patterns in detail
while maintaining feasibility at these large scales, we adopt
a two-stage approach through our SEVI framework. In SEVI,
we first run automated SDC tests (e.g. vendor tests and pro-
duction code snippets) across the fleet to identify potential
SDC machines (“SDC Suspects”) during routine datacenter
operations (Sec. 2.2). These machines remain in the produc-
tion fleet, serving workloads and receiving updates identical
to other production machines. However, they are virtually
flagged to be reservable for long-duration testing. Over mul-
tiple years, we have identified more than 2,500 SDC Suspects
in the hyper-scale fleet. We then perform extensive vector in-
struction SDC tests on those production machines to analyze
the SDC patterns and impacts (Sec. 2.3).

2.2 Identification of SDC Suspects in the Fleet

As illustrated in Fig. 1, the fleet employs two concurrent
SDC testing mechanisms (Out-of-Production Tests and In-
Production Tests) to detect suspects of all types of SDCs re-
lated to cloud workloads. Both mechanisms use standard
silicon vendor test suites and code snippets from all 16 pro-
duction workload families for SDC testing. These test cases
cover diverse instructions related to arithmetic, vectors, con-
currency, control flow, data movement, floating-point opera-
tions, transactional memory, encoding functions, etc..
Out-of-production testing runs during scheduled mainte-
nance windows, with each machine undergoing ~15 min-
utes of testing every 45 days. In-production testing provides
always-on lightweight coverage by co-locating millisecond-
scale test rounds with production workloads, accumulating
~30 seconds of testing per machine daily. Both mechanisms
are integrated into the infrastructure and automatically apply
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to the entire fleet. To our knowledge, we have the highest vec-
tor testing time allocation relative to workload time among
hyper-scale SDC research.

Faulty machines that match known non-SDC fault types
are routed to repair. Other faulty machines suspected of any
SDC failure are virtually flagged as SDC Suspects, which
makes them reservable for long-duration testing. Note that
all SDC Suspects continue to serve production workloads
and receive the same software and kernel updates as the rest
of the fleet. This ensures that our testing results represent
production scenarios. Over time, as we identify new non-
SDC fault types, SDC Suspects exhibiting only those non-
SDC faults will be repaired and unflagged.

Over multiple years, we have identified over 2,500 SDC
Suspects. Testing these SDC Suspects provides a feasible and
reliable proxy for understanding fleet-wide SDC patterns.
Despite the rigorous fleet testing method, the stealthy na-
ture of SDC means some machines with very low-frequency
SDCs may still evade detection, a fundamental limitation of
any testing approach. Statistically, these rare evasions are
unlikely to significantly alter our findings or conclusions
about SDC behavior across the fleet.

2.3 Long-Duration Testing on All SDC Suspects

We conduct comprehensive testing on all SDC Suspects to ex-
amine how SDC manifests in vector instructions, analyzing
at both instruction and application levels.

Instruction-level testing. We develop a test framework fea-
turing detailed system status logging and instruction-level
isolation. Each test case examines a single instruction, pro-
viding precise accountability for observed behaviors. Our
current test suite comprises 246 test cases that exhaustively
cover all instructions for Advanced Vector Extensions 2
(AVX2), Fused Multiply-Add 3 (FMA3), and Bit Manipula-
tion Instruction sets (BMI1 and BMI2). In our experiments,
we execute each test case 1 million rounds on each logical
core of each machine. Each round takes a different input and
compares the vector output with a reference scalar output.
Since these computations utilize different hardware units, it
is highly improbable that hardware faults would lead to iden-
tical incorrect outputs, providing confidence on the correct-
ness of our testing method. To evaluate the reproducibility
of SDC occurrences, we conduct the same experiments twice.
Finally, we perform a third test pass using uniform inputs
across all vector lanes to investigate potential correlations
between SDC and specific lane positions. In total, we run 78
trillion test rounds in 14 billion CPU seconds.

Application-level testing. We implement the matmul-based
application-level test suite using NumPy [20] in Python. The
underlying implementation heavily relies on vector instruc-
tions (especially FMA instructions) and is representative of
matmul workloads in production. To capture diverse input
patterns in production environments, we test across two
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input value distributions and three matrix sizes. We evalu-
ate bounded inputs [-1,1] simulating normalized data and
unbounded inputs accepting any valid floating-point value.
Additionally, we evaluate three matrix dimension bounds (10,
25, and 100), randomly selecting actual dimensions within
these bounds for each test iteration to simulate varying com-
putational loads. In our experiments, we execute 100K test
rounds per machine core for each configuration. For the
largest dimension bound (100), we perform 10K rounds per
machine to accommodate time constraints. In total, we run
43 billion test rounds in 2.5 billion CPU seconds.

2.4 Benefits of Two-Stage Study Method

The two-stage study method via SEVI allows us to perform
testing at much larger scales. The long-duration test reser-
vation on SDC Suspects creates a dedicated environment for
comprehensive machine testing. The test time per machine
is equivalent to what would be experienced during 21 years®
of normal fleet operation. It also dramatically expands our
testing capacity compared to prior work [47], increasing
both the scale of machines extensively tested (2500s vs. 27)
and the volume of test rounds executed (78 trillion vs. tens
of millions). The SDC Suspects flagging mechanism ensures
that the machine composition, configuration stack and oper-
ating condition we test on are the same as production. Thus,
conclusions drawn from testing SDC Suspects can generalize
reliably to the hyper-scale production fleet.

3 Instruction-Level SDC Analysis

Terminology: Each test case is specialized to evaluate SDC
in a single vector instruction, as described in Sec. 2.3. An
SDC case refers to the detection of SDC by a test case on a
specific machine core. An SDC incident refers to a result mis-
match during one test round. One SDC case may encompass
multiple SDC incidents. Unless otherwise specified, “SDCs”
refers to vector SDCs henceforth.

Observation 1: Overall, we observe 28 million SDC incidents
in 400 SDC cases in vector instructions. The fleet-level machine
vector SDC rate is approximately 0.072 %oo.

All SDC cases have been rigorously validated through
multiple independent channels, including automated fleet

3We test each machine for ~42 hours. In production, each machine receives
~15 minutes of testing within a 45 day period.
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testing, expert analysis, and confirmation by semiconductor
vendors. Our fleet-level SDC detection rate aligns with the
findings reported by prior work [47] (0.348 %00 during regular
testing with approximately 40% in vector instructions). This
concordance indicates that our two-stage testing method
robustly captures the vector instruction SDCs in the fleet.
Additionally, we observe fail-noisy errors that cause im-
mediate test framework crashes on 38 machines. These fail-
noisy errors include unexpected segmentation faults in multi-
processing environments, illegal instruction reported for sup-
ported instructions, etc. These errors are not limited to vector
instructions. They can result from hardware faults in any
CPU component, including cache or transactional memory.
While fail-noisy errors require case-by-case manual analy-
sis for root cause identification, they are easily detectable
since they abort programs immediately and thus fall outside
our paper’s focus on SDC. Fig. 2a shows the vector instruc-
tion SDC rate versus other fail-noisy errors. Fig. 2b shows a
breakdown of the fail-noisy errors we observed.

3.1 General SDC Patterns

Observation 2: The SDC incidents we observe span four in-
struction types, among which SDCs in fused multiply-add in-
structions are most prevalent.

During our evaluation, 75 of the 246 test cases detected
SDC incidents. Those test cases span four instruction types:
arithmetic, fused multiply-add (FMA), gather, and permute.
Fig. 3a shows the number of instructions that found SDC
in each instruction type (only the types that found SDC are
plotted to save space). We further analyze the total SDC
occurrences of each instruction type and show the results
in Fig. 3b. We find that SDCs in FMA instructions are most
prevalent, accounting for over 75% of the SDC cases and over
92% of the SDC incidents. Finally, we analyze the number
of SDC machines and cores for each instruction and list the
top-20 SDC-causing instructions in Fig. 4. We find that 19
out of the 20 instructions are FMA instructions.

The following two are the likely primary factors contribut-
ing to the frequent SDC occurrences in FMA instructions.
First, FMA operations utilize hardware multiplier units that
contain 30X more logic gates than simpler components such
as adders, and these multipliers typically lack hardware-level
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Figure 5. Distribution of SDC detection frequencies across
affected machines. X-axis: machines (cores from the same
machine shown in adjacent columns). Y-axis: SDC frequency.
Each data point represents an SDC-detecting test case. We
color the data points based on the instruction tested by the
SDC-detecting test case. One machine core may detect SDC
in multiple instructions, thus having multiple data points.

protection [8]. This high gate count likely increases their
vulnerability to failures. Second, the hardware floating-point
vector multiplication units are shared across 32 different in-
structions. This intensive utilization accelerates component
wear, likely leading to a higher SDC probability.

Implications: The prevalence of SDC in FMA instructions
presents a reliability challenge for data center operations:
these instructions are extensively utilized across numerous
data center applications, many of which require computa-
tional accuracy (e.g. scientific computing, database accelera-
tion, etc.). This vulnerability is further exacerbated because
FMA instructions typically operate within computation path-
ways rather than control logic, increasing the likelihood that
corrupted results propagate to the output without triggering
system crashes or detectable errors. However, the widespread
deployment of FMA instructions also offers an opportunity
for detection: implementing high-coverage SDC detection in
a frequently executed representative workload (a "canary"
workload) can effectively protect all FMA-utilizing appli-
cations, as detection of corruption would enable prompt
removal of faulty hardware from the fleet. This observation
motivates the in-application Algorithm-Based Fault Toler-
ance (ABFT) method in Sec. 5.

Observation 3: SDC occurrence patterns exhibit significant
variation across machines. However, within each machine,
faulty instructions show consistent SDC frequencies possibly
due to single defective hardware unit per core.
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Fig. 5 shows the distribution of SDC detection frequencies
across all machines we found SDC on. On different machines,
we observe significant variations in both the number of test
cases detecting SDC and their detection frequencies. While
some machines detect SDC in only a small number of the
246 instruction-level test cases, others identify it in up to 32
cases. The average detection frequency spans several orders
of magnitude, ranging from one in a million rounds to nearly
all of the rounds. Within individual machines, the detection
frequency typically remains consistent within one to two
orders of magnitude. Upon analysis of the hardware com-
ponents associated with faulty instructions, we hypothesize
that each defective core only exhibits a single point of fail-
ure in one specific hardware unit (e.g. vector multiplication,
shuffle, or memory units). This explains the consistent SDC
frequencies observed across different faulty instructions on
the same defective core, as these instructions, despite their
functional differences, ultimately utilize the same compro-
mised hardware component. The spatial locality of SDC we
observe in Obs. 13 also supports this hypothesis.

In cases where a machine has two failing cores, they
demonstrate similar patterns, exhibiting similar sets of SDC-
detecting tests and detection rates. This is because both cores
correspond to the same physical core. We will discuss the
hardware patterns further in Sec. 3.3.

Implications: To optimize testing efficiency while preserv-
ing coverage, SDC tests should prioritize comprehensive
hardware unit coverage rather than exhaustive instruction
coverage. The data gathered on hardware unit error rates
can provide valuable insights for future architecture devel-
opment by identifying vulnerabilities in current designs.

Observation 4: Permute and gather instructions demonstrate
consistent SDC detection frequencies. Meanwhile, among the
two types of FMA instructions, 128-bit ones only show SDC
cases with relatively high frequency, while 256-bit ones show
additional low-frequency SDC cases.

Fig. 6 shows the distribution of SDC detection frequencies
across different test cases. For permute and gather instruc-
tions, the SDC detection frequencies remain relatively con-
sistent across test cases. However, FMA instructions exhibit
a notable pattern correlated with bit width. Compared with
their 128-bit counterparts, 256-bit FMA instructions detect
SDC across a broader range of machines, with the additional
machines showing very low detection frequency (< 107).



ASPLOS 26, March 22-26, 2026, Pittsburgh, PA, USA

Yixuan Mei, Shreya Varshini, Harish Dixit, Sriram Sankar, & K. V. Rashmi

10°
[ I
> oLl ! A A A
810_2 A A 1 ada - A A A A A \/\AA
(] A
g_ f A
21074 128-bit FMA
Arithmetic Gather
10-6 -« 256-bit FMA Fused Multiply-Add Permute

Test Cases

Figure 6. Distribution of SDC detection frequencies across test cases. The x-axis shows test cases, while the y-axis indicates
detection frequency. Each data point represents a processor core that detected SDC incidents for the corresponding test case.

21.00 P 21.00
3 3
80.75 80.75
o - S
i a - N
% 0.50 — Arith. ©0.50 Arith,
2 FMA 32 FMA
%0.25 // —— Gather %0,25 / —— Gather
£ Permute £ ; Permute
3 !
© 0'001 100 10k M 0'00100;15 10ms 1s 100s

(a) Round to first failure. (b) Time to first failure.

Figure 7. Cumulative distribution of round to first failure
and time to first failure for the SDC cases.

12
§10 Common
8 8 1st Run Only
z 6 2nd Run Only
U 4
@
# 2
0 M1 M2 M3 M4 M5 M6

Figure 8. Number of test cases detecting SDC in two runs
with identical setups. Cores from the same machine are
shown in adjacent bars. Only machine cores exhibiting incon-
sistent SDC detecting test cases between runs are displayed.

There are two likely architectural causes for this phenome-
non. First, 256-bit FMA instructions activate more transistors
during execution due to its wider data path, increasing the
potential sources of SDCs. Second, 256-bit FMAs consume
2X more power than their 128-bit counterparts. The higher
power consumption leads to larger current fluctuations when
switching between scalar and FMA instruction execution.
Such fluctuations are more likely to induce voltage varia-
tions that exceed safe operating margins [26, 53], potentially
causing computation errors.

Implications: To detect these and even lower frequency
SDC cases in FMA instructions, conventional isolated testing
would introduce prohibitive time overheads. This motivates
us to turn production workloads into tests to increase test
coverage while minimizing additional testing costs (Sec. 5).

Observation 5: For more than 80% of the SDC cases, time to
first failure is shorter than 1 second.

Fig. 7 shows the cumulative distribution of round to first
failure and time to first failure for the SDC cases in each
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instruction type. For more than 80% of SDC cases, the first
SDC incident is found within 10K rounds (1 second).

Implications: For clusters without SDC detection mecha-
nisms, implementing even basic detection would yield sub-
stantial benefits with minimal time overhead. However, the
remaining 20% of SDC cases represent a long tail that re-
quires continuous refinement of detection mechanisms.

Observation 6: Test-case-level reproducibility is determined
by SDC frequency rather than instruction type.

To evaluate the reproducibility of SDC, we conduct two
complete test suite runs using identical setups. Our analysis
reveals that among the 19 machines exhibiting SDC in either
run, 6 show inconsistent SDC detecting test cases between
runs. Fig. 8 shows the distribution of SDC-detecting test
cases across both runs for these 6 machines. We find that
the majority of inconsistent test cases detect SDC at very
low frequency (107> to 107°), with only a few exceptions
that detect SDC with frequency up to 1073, These exceptions
primarily involve gather instructions, whose behavior de-
pends on cache states uncontrollable at software level. We
will elaborate on this in the next observation. We observe
non-reproducible test cases from all instruction types.

Implications: Since SDC frequency is the major factor here,
further increasing the number of test rounds will allow stable
detection of those low-frequency SDCs.

Observation 7: Input-level reproducibility is determined by
instruction type. Instructions involving memory access have a
poor input-level reproducibility due to cache states.
Following the last observation, we further analyze SDC
reproducibility when executing each instruction on the same
hardware and inputs. Fig. 9 shows the reproduction rates
across different test cases. A reproduction rate of n% indi-
cates that SDC can be consistently reproduced on n% of all
SDC-inducing inputs. Our results show that the reproduc-
tion rate for Arithmetic, FMA, and permute instructions ex-
hibits significant variation across different machines (almost
0% to 90%). In contrast, gather instructions consistently ex-
hibit near-zero reproduction rates. This phenomenon occurs
because gather instructions involve memory access, which
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highly depends on cache states. Between different runs, main-
taining identical cache states is virtually impossible from the
software level, as these states are influenced by numerous fac-
tors including OS scheduling decisions, memory allocation
patterns, and other concurrent test processes. This inherent
variability in cache behavior extends to production work-
loads as well, making SDC in instructions involving memory
access fundamentally difficult to reproduce in general.

Implications: Our analysis provides the first quantified
measurement of SDC reproduction rates at the instruction
level, which refines the broad observations of SDC repro-
ducibility in prior work [12, 24, 47]. The generally low repro-
duction rate implies that a single successful test execution
does not guarantee the absence of SDCs; rather, it necessi-
tates continuous testing across the fleet to effectively identify
and isolate machines with SDC.

3.2 Instruction Type Specific Patterns

Observation 8: For FMA instructions, we identify a significant
input pattern in 37% of the SDC cases, potentially attributable
to a common hardware vulnerability. Contrary to prior work,
we observe three distinct output bit patterns, indicating that
SDC can affect any output bits including exponent bits, rather
than just mantissa bits. High accuracy loss is probable.

Our analysis identifies a significant pattern in input bit
values across 113 of the 301 SDC cases (37%) involving FMA
operations, observed across 7 distinct machines. In these
SDC cases, specific bit positions exhibit a strong statistical
bias, with probabilities exceeding 0.8 for a value of 0. Fig. 10
(left) shows an example of this pattern. The CPUs on these
machines span multiple architectures from two different
manufacturers, indicating that this pattern might arise from
a common design/manufacture vulnerability. Further exam-
ination of these biased bits reveal different characteristics
between FP32 and FP64 FMA operations, as shown in Fig. 10
(right). In FP32 operations, the biased bits predominantly
appear in the mantissa of input values. In contrast, FP64
operations exhibit this pattern primarily in the exponent
bits of inputs. This divergence likely stems from the differ-
ent hardware implementations for the same functional unit
in FP32 and FP64. Despite the potential architectural differ-
ences, our data shows that FP32 and FP64 FMA instructions
show similar number of SDC cases (126 versus 175).
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Figure 10. Left: An example of bias in input bit values.
Right: Distribution of the number of biased exponent and
mantissa bits in the inputs across SDC cases. The circle size
in the figure indicates occurrence frequency.

We further analyze the bit-flip distributions in FMA oper-
ation outputs. Out of the 301 SDC cases, 65 cases on two ma-
chines show sign bit flips, causing significant relative error.
For exponent and mantissa bits, Fig. 11a shows the correla-
tion between the number of bit-flips in these two fields. For
our analysis, if the number of flipped bit positions in all SDC
incidents is less than one-quarter of the total number of bits
in a field, we classify the SDC case as showing low number
of flipped bits in the field. Based on this criteria, we observe
three distinct bit-flip patterns (with examples in Fig. 11): (1)
the "LELM" pattern (Low Exponent, Low Mantissa): 62 SDC
cases, 6 machines (Fig. 11b), (2) the "LEHM" pattern (Low Ex-
ponent, High Mantissa): 61 SDC cases, 8 machines (Fig. 11c),
and (3) the "HEHM" pattern (High Exponent, High Mantissa):
178 test cases, 5 machines (Fig. 11d). The first two patterns,
characterized by low exponent bit-flips, result in only minor
accuracy losses. In contrast, the "HEHM" pattern led to high
accuracy loss. From machine perspective, 7 of the 13 ma-
chines consistently display a single pattern across all their
SDC cases. The remaining 6 machines alternated between
two adjacent patterns ("LELM" and "LEHM", or "LEHM" and
"HEHM").

Implications: The output bit-flip patterns we observe chal-
lenge the conventional understanding that SDC in floating-
point computations predominantly affects mantissa bits and
has minimal impact on accuracy [47]. Our findings demon-
strate that bit-flips may also occur in exponent bits, introduc-
ing significant magnitude errors to computation results. This
poses a substantial reliability threat to applications utilizing
FMA instructions. This vulnerability highlights the need for
efficient SDC detection mechanisms that can provide good
coverage for FMA operations, like the one proposed in Sec. 5.
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Figure 11. Numerical patterns

Observation 9: There are two distinct fault modes in SDC in
memory access instructions: they are either caused by incorrect
offset reads (76%) or corrupted reads (24%).

Our analysis reveals two distinct fault modes in memory
access instructions (e.g. gather instructions). In our experi-
ments, we allocate a 256-byte memory space for instruction
reads and record all contents within this space. The predomi-
nant fault mode (76% of SDC incidents) involves instructions
reading valid data from incorrect offsets, indicating errors
in the offset/address calculation logic. The remaining 24%
of incidents involve instructions reading invalid data, either
because they access memory outside the allocated space or
because data becomes corrupted in cache or CPU internal
data paths. Notably, we observe one SDC case where a gather
instruction consistently reads 0 in a particular vector lane.
Finally, across all observed cases, even when instructions ac-
cessed invalid addresses, no system crashes occurred—unlike
typical software-level invalid access exceptions.

Implications: Unlike SDC in cache/registers, these faulty
memory access instructions predominantly read valid data
but from incorrect memory offsets, introducing subtle errors
that are challenging to locate in production. Such errors are
even harder to reproduce due to the cache state dependencies
we previously discussed. Therefore, robust fleet testing mech-
anisms should incorporate specific detection strategies for
memory access anomalies, particularly focusing on access
pattern validation to identify offset-related corruptions.

Observation 10: Unlike FMA instructions, SDCs in vector
arithmetic instructions exhibit no significant input bit patterns.
The output bit-flip patterns are also highly machine-specific.
Unlike FMA instructions, our analysis reveals that the ma-
jority of SDC cases (22 out of 30) involving vector arithmetic
instructions exhibit no statistically significant bias in their
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of FMA operation outputs.

input bit patterns. However, we observe a notable excep-
tion on one machine where 8 SDC cases related to INT16
and UINT16 multiplication operations demonstrate a con-
sistent pattern (Fig. 12a): in every SDC incident within this
subset, the second highest bit of the second input vector is
invariably 1. Unfortunately, without access to the propri-
etary hardware design, we cannot determine the underlying
hardware mechanism responsible for this distinctive pattern.
For the bit-flips in the output, our analysis indicates that
the patterns are highly machine-specific. Within each faulty
machine, SDC cases exhibit remarkably consistent patterns.
Specifically, one machine mostly experiences bit-flips in the
high-order bits (Fig. 12b), another machine exhibits bit-flips
exclusively in low-order bits (Fig. 12¢), and two other ma-
chines shows bit-flips across all bit positions (Fig. 12d).

3.3 Hardware Patterns

Observation 11: We observe vector instruction SDCs on 7 of
the 17 CPU models, and 4 of the 7 architectures. The SDC rates
of architectures range from 4%. to 24%. within SDC Suspects.
Over multiple years, the fleet testing mechanisms have
identified SDC Suspects across 17 CPU models and 7 CPU
architectures. For proprietary reasons, and in line with the
practices in prior work [47], we are unable to disclose spe-
cific vendor or architecture names in the paper. Instead, we
identify these architectures using anonymized labels and de-
tail their key specifications in Table 1. Figure 13 (left) shows
the architectural distribution of SDC Suspects. There are
a limited number of machines with A4, A5, and A7 archi-
tectures because these are very recent architectures that
have not operated long in the production fleet. During our
extensive instruction-level evaluation, we found vector in-
struction SDCs on 7 of the 17 CPU models, spanning 4 of the
7 architectures. Fig. 13 (right) shows the SDC rates across all
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Figure 12. Numerical patterns of arithmetic operations.

Table 1. Key specifications of the CPU architectures that we
detected SDC on. The core ranges correspond to the specific
CPU models in which errors were observed.

Arch Label ‘ Release Date  Core Range
Al Q4'15- Q1’16 4~16
A2 Q317-Q1'18  18~28
A3 Q4’20 18 ~ 26
A4 Q2’21 24 ~ 40
A5 Q1’23 30 ~ 56
A6 04’21 36
A7 Q4’22 88 ~ 96

architectures with in SDC Suspects, which ranges from 4%,
to 24%.. We do not show fleet-level hardware SDC rates here
due to their sensitive nature as proprietary company data.

Observation 12: For vector instructions, SDC typically man-
ifests in a single physical core per processor, affecting both
logical cores with similar patterns.

Across all 18 machines exhibiting vector instruction SDCs,
we observe that SDC consistently affects only one physi-
cal core per machine. In 16 of these machines (89%), SDC
manifests on both logical cores associated with the affected
physical core, while the remaining 2 machines (11%) show
SDC on only one logical core. Notably, our analysis reveals
that in 97% of the observed SDC cases, SDC occurs across
both logical cores with nearly identical frequencies. This
pattern aligns with the typical architectural design where
vector instructions predominantly utilize hardware compo-
nents that are not shared between physical cores (such as
multipliers and arithmetic units). Consequently, hardware
faults remain highly localized within the specific core rather
than propagating across the whole processor.
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Figure 13. Left: #SDC Suspects by architecture. Right: Vec-
tor SDC rate by architecture within SDC Suspects.

Implications: Rather than decommissioning an entire pro-
cessor containing potentially hundreds of cores when SDC
manifests in vector instructions, datacenter operators can
implement a more resource-efficient approach by selectively
disabling only the identified faulty physical core. This tar-
geted mitigation strategy allows continued utilization of
the remaining functional cores for non-safety-specific work-
loads, significantly improving hardware economics while
maintaining appropriate reliability boundaries.

Observation 13: Vector instruction SDCs exhibit strong spa-
tial locality: 98.5% of SDC incidents only affect a single vector
lane. For the remaining 1.5% of SDC incidents that affect mul-
tiple lanes, 96% only affect adjacent vector lanes.

We further analyze the physical distribution of the af-
fected vector lanes. Fig. 14 shows the relationship between
SDC frequency and the average number of affected vector
lanes per SDC incident. Our analysis reveals that even when
all lanes process identical inputs, 74% of SDC cases exhibit
SDC confined to a single lane. More precisely, across the
28 million observed SDC incidents, 98.5% demonstrate SDC
isolated to a single vector lane. Within the remaining 1.5% of
incidents where multiple lanes experience SDC, 96% display
a pattern where only adjacent lanes are affected. This result
indicates a strong spatial locality for the affected lanes. An
architectural explanation is that each vector lane possesses
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Figure 15. Left: Cumulative distribution of CPU temper-
ature at SDC incidents. Right: Cumulative distribution of
normalized CPU frequency ratio at SDC incidents.

its own dedicated set of functional units and faults typically
manifest as localized impacts on these units, resulting in the
observed spatial confinement of errors.

Implications: For applications requiring high reliability,
a potential option is to implement selective computation
redundancy across non-adjacent vector lanes, enabling ef-
ficient SDC detection while still leveraging partial vector
instruction performance benefits. However, for structured
workloads like matrix multiplication, our method in Sec. 5
can provide high detection with much lower time overheads.

Observation 14: The majority of SDC incidents occur when
CPUs are operating within normal temperature ranges and
well below maximum frequency thresholds.

To normalize CPU frequency, we calculate a frequency
ratio by dividing the current CPU frequency by the CPU’s
maximum frequency. Fig. 15 shows the cumulative distribu-
tion of both CPU temperature and frequency ratio.

For SDC incidents occurring on the same machine, we ob-
serve consistent CPU temperature and frequency. All recorded
SDC incidents occur at CPU temperatures below the maxi-
mum operational threshold, with a substantial margin before
reaching thermal throttling levels. Also, in 95% of cases, the
CPU operates at less than 80% of its maximum frequency dur-
ing SDC incidents. Finally, we confirm a notable correlation
between SDC detection frequency and CPU temperature,
which is also reported by prior work [47]. As Fig. 16 shows,
when CPU temperature increases, we begin to observe the
emergence of SDC cases with lower detection frequencies. A
linear fit of logarithmic SDC frequency against CPU temper-
ature yields a Pearson correlation coefficient of -0.392 with
a statistically significant p-value of 5.68 x 10712,
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Implications: SDC testing in production should allocate
additional test cycles to machines operating at higher tem-
perature. Besides, implementing temperature control mech-
anisms like the one suggested by [47] can help reduce low-
frequency SDCs induced by higher temperature.

4 Application-Level SDC Impacts

Observation 15: Our framework detects SDC in matmul on 12
machines (24 SDC cases) over 43 billion test rounds. Many root-
causes to SDC in FMA. The fleet-level SDC rate is ~0.048 %oo.

The total number of observed SDC incidents in matmul
reaches 292K. Fig. 17 (left) shows the cumulative distribu-
tion of SDC frequency for the faulty machine cores. Notably,
we find that 10 of the 24 SDC cases in matmul occur on ma-
chine cores that also exhibit SDC in FMA instructions. Fig. 17
(right) shows the correlation between SDC frequency in mat-
mul and the average SDC frequency of FMA instructions on
these affected cores. The relationship demonstrates a strong
linear correlation, with a Pearson correlation coefficient of
0.979. This strong correlation suggests that SDC in FMA
instructions are likely the root cause of these matmul SDC
cases. The remaining 14 matmul SDC cases mostly exhibit
very low SDC frequency. Since matmul experiments execute
substantially more FMA instructions than instruction-level
tests, these SDC cases likely result from very low-frequency
FMA SDCs undetected by our instruction-level tests.

Observation 16: Time to first failure is smaller than 8 seconds

(2400 rounds) for 75% of the SDC cases we observe in matmul.
This aligns with Obs. 5 in Sec. 3. We show the cumulative

distribution of time and round to first failure in Fig. 18.

Observation 17: Machine cores with higher SDC frequency
shows more wrong results per SDC incident. Relative error can
reach up to 10°*° due to bit-flips in exponents.
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Figure 19. Left: Average number of wrong results per SDC
incidence versus SDC frequency of the core. Right: Cumu-
lative distribution of relative errors.

We analyze the number of wrong elements in the result
matrix for each SDC incident. Fig. 19 (left) shows the rela-
tionship between a machine core’s matmul SDC frequency
and the average number of incorrect results per SDC in-
cident. Result shows that machine cores with higher SDC
frequencies generally produce more incorrect results per
SDC incident. Fig. 19 (right) presents the cumulative dis-
tribution of relative errors for these incorrect results. Our
analysis indicates that 75% of the incorrect computations
yield relatively minor deviations, with relative errors below
1. However, the remaining 25% exhibit substantially larger
relative errors, reaching magnitudes of up to 10%*°. These
extreme deviations can be attributed to bit-flips occurring in
the exponent bits during FMA operations (Obs. 8).

Observation 18: SDC in matmul has good reproducibility,
especially on machine cores with high SDC frequency.

We run the same experiment twice to evaluate the repro-
ducibility. Among the 24 machine cores that detect SDC in
either runs, 22 of them consistently detect SDC across both
runs at similar frequencies. The remaining two cores detect
SDC only in the first run, attributable to their notably low
SDC frequency of 10>, We further examine the correlation
between SDC frequency and input-level reproduction rate.
As shown in Fig. 20 (left), machine cores with higher SDC
frequencies demonstrate higher reproduction rates when
processing identical inputs. This relationship is supported
by a strong Pearson correlation coefficient of 0.816. Further-
more, Fig. 20 (right) shows that approximately 50% of the
machines achieve reproduction rates exceeding 80%.

Observation 19: Different input value ranges may result in up
to 245% difference in SDC frequency on the same core. Increas-
ing input matrix dimension also increases #SDCs observed.
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Our results shows substantial variations in SDC frequency
across different machine cores when processing different in-
put value ranges. As shown in Fig. 21 (left), ten machine
cores exhibit SDC frequency ratios exceeding 5x (with the
maximum observed ratio reaching as high as 245x). This
significant variation likely stems from instruction-level sen-
sitivity to specific input bit patterns. Furthermore, Fig.21
(right) demonstrates how SDC frequency correlates with
matrix dimensions. Tests involving larger matrix sizes con-
sistently exhibit more rounds with SDC occurrences, which
is expected given the increased volume of computations per-
formed in each round.

Observation 20: SDC in matmul only affects a single physi-

cal core and both logical cores associated with it. Higher core

temperature induces SDC cases with lower detection frequency.
This aligns with Obs. 12 and 14 in Sec. 3.

5 SDC Detection via In-Application ABFT

Prior research [8] has shown that vector instructions induce
SDCs at rates orders of magnitude higher than other instruc-
tion types. In Sec. 3 and 4, our analysis further reveals that
SDCs in FMA instructions are most prevalent among all
vector instructions, constituting 92% of the observed SDC
incidents (Obs. 2). These SDCs can substantially impact com-
putational accuracy (Obs. 8 and 17) without triggering sys-
tem crashes during execution, thus remaining undetected
until affecting final results. Consequently, SDC in vector (es-
pecially FMA) instructions presents a significant reliability
challenge for the wide range of datacenter applications that
heavily depend on these operations.
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Figure 22. llustration of our SDC detection mechanism.

These SDCs may occur with extremely low frequency
(Obs. 4), making detection particularly challenging. Tradi-
tional fleet testing mechanisms require numerous specialized
SDC tests, necessitating long test durations. From workload
perspective, the time invested in testing represents pure over-
heads. To maintain comparable or even better test coverage
while reducing this time overhead, we propose transforming
production workloads into SDC detection canaries, enabling
detection to occur concurrently with normal operation. To
achieve this goal efficiently, we leverage Algorithm-Based
Fault Tolerance (ABFT) [25], which provide error detection
capabilities with low-overhead checksum computation.

Our method complements rather than replaces existing
fleet testing frameworks. It efficiently identifies the most
prevalent vector (especially FMA) instruction SDCs, allowing
conventional fleet testing mechanisms to concentrate on
other potential failure modes. We focus on SDC detection
because once identified, the faulty core/processor can be
decommissioned to prevent more SDCs.

ABFT has long been used for protecting scientific comput-
ing applications where accuracy is key [5, 9, 13, 49] and more
recently in neural network workloads [19, 29, 36]. However,
to our knowledge, this work is the first to propose integrat-
ing ABFT directly into datacenter application workflows for
detecting SDC-inducing cores and the first to validate this
method on hardware with real SDC defects, moving beyond
fault-injection-based evaluations. Experimental validation
on real SDC errors on hardware is essential because error
patterns significantly affect detection effectiveness of ABFT
techniques. Our results on real SDC errors occurring in vec-
tor instructions hardware demonstrate that: (1) ABFT can
achieve low-overhead SDC detection in practice, and (2) us-
ing only a single row and column checksum vector is highly
effective for SDC detection.

5.1 Design of In-Application ABFT

Algorithm-Based Fault Tolerance [25] (ABFT) is a kind of
fault detection technique that leverages mathematical in-
variants in specially designed computational structures for
fault detection. It offers much lower compute overhead com-
pared with replication-based methods, which perform same
computation twice and compare the results to check errors.
This approach has been widely adopted for fault detection
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in various domains [7, 19, 29, 36, 49]. We adopt ABFT in
matrix-multiplication (matmul) to turn any workload using
it into SDC detection canaries. We implement the detection
mechanism in matmul for two reasons. First, matmul is a
basic building block for a wide range of datacenter applica-
tions, allowing a wide coverage of our detection mechanism.
Second, matmul heavily utilizes FMA and other vector in-
structions, which are most SDC-prevalent based on Obs. 2
in Sec. 3 and prior work [8].

Implementing detection within matmul safeguards the
broader system by using these pervasive operations as ca-
naries to identify faulty hardware. However, ABFT principles
are not limited to matmul; they can be extended to other
workloads (e.g., FFT) through algorithm-specific adaptations,
as demonstrated by TurboFFT [50].

Fig. 22 shows how the detection mechanism works. For
a matrix multiplication operation A X B, it first computes a
row checksum vector of A and a column checksum vector of
B. Then, it takes the dot product of these checksum vectors
to produce a final scalar checksum, which is mathematically
equivalent to the sum of all elements in the resultant ma-
trix A X B. It leverage this mathematical equivalence as an
invariant property for SDC detection. We assume SDC may
affect either or both computations (matmul and checksum).
However, given that SDC’s behavior is highly input depen-
dent, it is unlikely that we get the same wrong checksum
from both sides due to SDC. Therefore, once an SDC occurs
during computation, it is highly likely that we will be able
to detect it from the mismatched checksums.

As we will show in Sec. 5.3.2, the time overhead of the
proposed ABFT-based SDC detection method is very low.
Let m, n, p be the input matrix dimensions. It only requires
O(mn+np) addition computation, which is much lower than
the O(mnp) time complexity of the matrix multiplication
itself.

For large matrices, detection can be more challenging
due to lower relative error in checksums. We recommend
implementing ABFT at tile level and keeping tile size < 100.
The checksum vectors can be shared across tiles to keep the
time complexity identical to a global implementation.

5.2 Evaluation Setup

We evaluate our method on all SDC Suspects, using the same
setups as application-level testing in Sec. 2.3 (two input value
distributions and three matrix sizes). These diverse setups
represent diverse production workload characteristics. For
detection coverage experiments, we partition the result ma-
trix into four tiles (arranged in a 2 X 2 grid) and verify the
checksum of each tile individually. For performance over-
head, we assess both tiled and global checksum schemes,
observing nearly identical results.

While the evaluation was not integrated into production
applications due to longer integration timelines, the core li-
braries which are used in production applications are tested
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Figure 23. Left: SDC incident coverage rate on each ma-
chine. Right: Cumulative distribution of time to first failure.

on real production machines, thereby showcasing effective-
ness in production environments.

In order to detect when SDC occurs, we implement a
replication-based verification method as our ground truth.
This approach duplicates matmul operations using scalar
computation (implemented via for-loops). Since scalar com-
putation uses a different set of hardware units than vec-
torized computation, comparing the outputs provides a re-
liable mechanism for identifying when SDC occurs. Note
that if an SDC occurs exclusively within the scalar verifi-
cation path, our framework classifies this as a missed de-
tection by the ABFT mechanism. Consequently, the SDC
detection rate reported in this paper represents a conser-
vative lower bound. This deviation is negligible, however,
as prior work [8] demonstrates that scalar units are signifi-
cantly less susceptible to SDCs than vector units. We define
the machine coverage by dividing the number of machine
cores that detected SDC with our ABFT method by the total
number of machine cores that detected SDC.

5.3 Evaluation Results

Results shows that our in-application ABFT method achieves
high SDC machine coverage with low time overheads.

5.3.1 Coverage Results. When using matrices with max
dimension 10 and unrestricted floating-point values, our
method achieves complete machine coverage. It also success-
fully identifies all 24 machine cores that exhibited SDC in
Sec. 4. Fig. 23 (left) shows the SDC incident detection rates
across machines. The average SDC incident detection rate,
weighted by the number of SDC incidents per machine, is
~60%. While some SDC incidents escaped detection due to
minimal relative errors in their results, this limitation does
not impact the method’s effectiveness. As shown in Fig. 19
(right), approximately 25% of SDC incidents produce relative
errors larger than 1, enabling us to successfully identify all
affected machine cores. Fig. 23 (right) shows the cumulative
distribution of time to first SDC detected by our method. For
over 80% of the machine cores, the first SDC is detected in
21 seconds.

Impact of matrix dimensions. Larger matrices reduce
the relative error of SDC in checksums, challenging detec-
tion. Despite this, our method maintains strong coverage
even with larger matrices. With a max dimension of 25, our
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Figure 24. Time overhead comparison.

method achieves a machine coverage of 94%, while a max di-
mension of 100 yields 88% coverage. For workloads involving
very large matrices, we recommend applying tiling to reduce
the effective matrix dimension, thereby maintaining high
detection sensitivity (albeit with slightly higher overheads).

Impact of value ranges. When constraining input values to
the range of 0-1, our method achieves coverage of 21 out of 23
machines (91%), while detecting ~99% SDC incidents across
all detected machines. The high SDC incident coverage rate
stems from the bounded input values, which result in larger
relative errors when SDC occurs in the computation. This
finding has significant practical implications, as most real-
world applications operate with bounded inputs.

5.3.2 Time overhead of In-Application ABFT. We mea-
sure the execution times of nXn square matrix multiplication
both with and without ABFT. Our evaluation ranges n from
10 to 1024 and reports the average time across 1000 rounds.
For comparison, we implement a replication-based baseline
in C++ that duplicates computation across two vector lanes
for SDC detection. This approach leverages the observation
that simultaneous failures across different vector lanes occur
with low probability (Obs. 13). To ensure fair comparison,
our ABFT method is also implemented in C++.

For matrix sizes 10, 25 and 100, which were used in cover-
age results above, the time overhead is 0.04us (11%), 0.22us
(11%) and 3.04ps (3%), respectively. Fig. 24 shows the time
overhead of our method and the baseline with n ranging
from 64 to 1024. Result shows that the time overhead of our
method is orders of magnitude lower in all cases. It is as low
as 1.35% when n approaches 1024. The baseline’s time over-
head fluctuates possibly because of compiler optimizations
that are more effective in certain ranges.

5.4 Deployment in Production

For direct production deployment, we suggest implementing
our method at the math library level, making it application-
agnostic: any application using matrix multiplication will au-
tomatically gain SDC detection capabilities. They can serve
as SDC detection canaries while sharing cluster resources
with non-matmul applications. The detection mechanism
can be selectively enabled through library linking decisions.
To achieve coverage equivalent to existing fleet testing frame-
works, our approach is estimated to incur only a few seconds
of time overhead daily. Our method complements existing
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fleet testing infrastructure, allowing those frameworks to
focus on other fault modes with their limited test time.

6 Related Work

SDC in the wild. SDC has emerged as a significant con-
cern in production datacenters, with companies including
Google [4, 24], Meta [11, 12, 38], and Alibaba [47, 48] docu-
menting its impact. Prior research has addressed SDC through
three main approaches: case studies of specific SDC inci-
dents [12, 24], broad analyses of SDC’s system and software-
wise impacts [4, 34, 38, 47, 48], and deployment of specialized
detection techniques for production environments [11]. Our
work presents the first comprehensive analysis of vector
instruction SDCs in hyper-scale datacenters.

SDC analysis through fault injection. Prior work has
extensively employed fault injection techniques and use syn-
thetic faults to study SDC. Fldelity [21] provides an efficient
fault injection framework for deep learning accelerators.
SpotSDC [33] develops a visualization system to facilitate
fault injection analysis. He et al. [22, 23] perform fault in-
jection to understand SDC’s effect on deep neural network
training workloads. There are also studies [8, 16, 37] that
use fault injection to study SDC in CPU architectures. Our
analysis of real-world cluster data validates fault-injection
research and also reveals new undocumented patterns.

SDC detection. Prior research explores different SDC detec-
tion techniques. Harpocrates [27] develops a framework that
automatically generates concise functional test programs for
SDC detection. F_Radish [52] optimizes assertion-based test-
ing by eliminating redundant checks. Dixit et al. [11] focus
on using specialized tests to detect SDC in production. Our
in-application ABFT method turns datacenter workloads
into SDC detection canaries, enabling low-overhead SDC
detection.

ABFT. Algorithm-Based Fault Tolerance (ABFT) [25] has
long been proposed for protecting scientific computing ap-
plications where accuracy is key [5, 9, 13, 49]. It has also been
proposed to protect neural network workloads [19, 29, 36],
FFT workloads [50] and other applications [32]. To the best
of our knowledge, our paper is the first to propose integrat-
ing ABFT directly into datacenter application workflows for
detecting SDC-inducing cores and the first to validate this
method on hardware with real SDC defects, moving beyond
fault-injection-based evaluations in prior work.

7 Conclusion

In this paper, we present the first comprehensive instruction-
and application-level analysis of vector instruction SDCs in
hyper-scale datacenters using a two-stage approach with
our SEVI framework. Our observations provide insights into
possible SDC causes and inspire new mitigation strategies.
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We also provide a low-overhead SDC detection method via
in-application ABFT and validate it on real SDC devices.
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